Abstract-Often, when testing the controls of autonomous vehicles, physical sensors are too expensive to purchase and integrate into the system. This paper proposes a system for the virtualization of sensors used to evaluate Cyber-Physical Systems.
I. INTRODUCTION
HEN moving from simulation testing to physical system testing, it is often beneficial to test cyberphysical systems (CPS) in a more constrained, smaller scale environment. For intelligent transportation system (ITS), this scaled testing can be performed using small, inexpensive robotic vehicles instead of fully automated cars in a structured testbed environment [1] .
As the complexity of CPS increases, the use of sensors available on the physical platform as part of CPS is essential to their completeness and functionality. These sensors are often too expensive to be included in all of the testbed vehicles if at all. To a controls engineer, the origin of the sensor data is not as important as the information itself.
This paper proposes a system used for the virtualization of sensors and the simulation of sensor data output. Through the use of a positioning system to determine the location of the robotic vehicles in the testbed, virtual robots and objects are placed in a simulation environment. Sensor data is computed using this virtual environment and is transmitted to the robotic vehicles for use in control algorithms as if the physical sensor was connected to the controller. This system removes the need for expensive sensors and setup costs or allows a designer to evaluate the usefulness of sensor output before purchasing a sensor [2] . Manuscript Virtual sensors have been used to estimate system states that are otherwise not measurable or two provide sensor data to the control system at a faster rate than the physical sensor operates [3] . Another virtual sensor system has been used to create an abstract sensor interface so that physical sensors can be exchanged without affecting the control system. Virtual sensors can also be used to replace physical sensors in a system that does not allow easy installation due to harsh environments or spatial constraints or the cost of installation or maintenance are too high. Virtual sensors are also used to augment physical sensors as monitoring systems for fault tolerance applications [4] .
A Virtual Sensor System has been implemented and used at The Ohio State University Control and Intelligent Transportation Research Laboratory as part of research on CPS. Figure 1 shows the SimVille urban area testbed in the CITR lab as well as its virtual counterpart. This figure also shows an open area/building testbed called MiniMAGIC to display the flexibility of both the Virtual Sensor System and the CITR testbed facility.
A magnetometer and laser range finder have been implemented in the Virtual Sensor System. A lane edge sensor was also created using the system in a way that differs from how the physical sensor would function. The important part of a sensor implementation is the data output rather than the realism of the sensor model. An architecture is proposed to couple a custom software simulation environment with an existing testbed system. Details about the Virtual Sensor System itself, three sensors that have been modeled in the system, and two scenarios used as real world tests of the virtual sensors can be found in the following sections.
II. VIRTUAL SENSOR SYSTEM
The Virtual Sensor System was implemented as a software component built using the Stage simulation environment [5] . This system received input from several components already in place in the Control and Intelligent Transportation Research Laboratory. This integration is shown in Figure 2 . Vehicle-to-vehicle (V2V) messages were transmitted from robotic vehicles navigation through the physical testbed.
Vehicle-to-infrastructure (V2I) messages were received from a traffic light used in the SimVille indoor testbed. Positions and orientations of other objects were determined by the Virtual Positioning System module and transmitted to the Virtual Sensor System for use in reconstructing the physical environment within the simulator.
Each mobile robot, primarily the Create robotic platform produced by iRobot, was marked with a two-dimensional barcode for identification by the Virtual Positioning System. The robots' controller received the position and orientation of itself as calculated by the system. A Kalman filter was used to combine this state with that of the robots' wheel encoders. The fused state information was transmitted to other agents in the testbed over V2V messages. These transmissions were collected by the Virtual Sensor System and used to update the state of a three-dimensional virtual representation of the robot.
Several static objects in the testbed were also marked with the barcodes. The state of the objects was transmitted directly to the Virtual Sensor System from the Virtual Positioning System for use in updating the simulation environment to more accurately represent the state of the physical testbed. In the SimVille testbed, several boxes were used to represent building in an urban traffic setting. In the virtual environment, these boxes can be represented by more realistic building models. Because of the flexibility of the Virtual Sensor System, models used in the virtual testbed do not have to directly correspond to the physical representations. Figure 3 shows a barcode placed on the ground in the physical testbed used to represent a tree in the virtual environment. This figure also shows the virtual representation of the Create robot platform and the buildings of SimVille. 
III. EXAMPLE VIRTUAL SENSORS
A laser range finder, a magnetometer, and a lane edge sensor were implemented within the Virtual Sensor System in order to demonstrate its flexibility and ease of use. Details for the three different sensors are given in the following subsections.
A. Laser Range Finder
A laser range finder utilizes Light Detecting and Ranging (LIDAR) technology to detect objects by transmitting several rays of structured light within the sensors field of view and collecting the light reflected off of the objects. Measurements corresponding to the distance at which objects collided with each individual ray of light are calculated by the sensor and sent to the controller.
Several parameters of the laser range finder were modeled in the Virtual Sensor System including the sensor's field of view, minimum and maximum detectable distance along each ray, and the number of rays within the field of view. These parameters were included in the world definition files used by the Stage simulator for easy modification of sensor parameters. Figure 4 shows a forward pointing, front mounted laser range finder on a Create robot detecting object in front of it. 
B. Magnetometer
A magnetometer has the ability to measure the strength and direction of a magnetic field.
In intelligent transportation systems, this sensor has been used to detect the field of magnets embedded into the lanes of a road [5] . Several magnetometers would be placed on the front of the robot to measure the magnetic field of the embedded magnets.
Using a configurable magnetic moment of an object, the resulting magnetic field can be calculated at a given sensor position using (1) [7] .
where µ 0 is permeability and M is the magnetic moment. Figure 5 shows a five sensor array virtually mounted to the front of a Create robot. 
C. Lane Edge Sensor
A lane edge sensor is a fictitious sensor that has been used in teaching basic intelligent vehicle control techniques in a class at OSU to detect the distance between the vehicle and the edge of a road lane. In a physical environment, this sensor could be implemented by processing an image of the lane edge provided by a downward pointing camera mounted on a vehicle, but in the Virtual Sensor System, a sensor's output is not required to be modeled in the same manner as in the real world.
The implementation of this sensor was based upon the output of a laser range finder mounted close to the virtual ground. A Create robot with a left-pointing, virtually mounted lane edge sensor is shown in Figure 6 . This technique exploited a design feature in the Stage simulator where each object displayed in the environment has a solid volume. Lane markers were solid rectangles placed on top of the ground rather than a simple image textured on the ground polygons. The distances along each ray of a laser range finder with a narrow field of view were transformed into intersection points in three-dimensional space. A least squares line was fit to these points to determine the lane edge in cases where the sensor was detecting a dashed lane markers. The final measurement was given as the distance of the line perpendicular to the lane equation that intersects with the position of the sensor. Figure 7 shows a graphical representation of this technique. To decrease computational time in cases where the dashed line robustness is not needed, the lane edge sensor could be configured to cast only a single ray into the environment. 
IV. SENSOR TEST SCENARIOS
Two scenarios were designed to test the implementation of the three sensors described above. The details for them are given in the following subsections. 
A. Path Following
Path following is an essential component of intelligent transportation systems making it an adequate scenario for testing the functionality of the lane edge sensor and the magnetometer. Figure 8 shows the simple path used to analyze the stability of the sensor as the robot navigates through an initial straight section of road moving into a 90° curved disturbance and recovering into a second straight path. The figure shows the magnets that were placed in the center of the roadway to test the magnetometer. These were removed during the testing of the lane edge sensor. Each of the two sensors was individually mounted to the robot during their respective tests.
Because the virtual environment is not required to exactly reflect the physical testbed, the four larger squares were used to represent barcodes placed on the ground to visually place the roadway in the testbed rather than marking out the position of each lane marker and embedded magnet. This allowed for rapid changes to the testbed layout for different test scenarios.
Using the lane edge sensor, a proportional-integral controller was used to control the steering rate of the robot driving with a constant linear speed of 0.1 m/s. The error signal, shown in (2), was calculated as the difference between the distance measurement received by the sensor and half of the lane width of the roadway. Equation 3 shows the steering rate input used by the controller. 
where l ed is half of the lane width for the current section of the path.
When tuning the controller gains, three trials were performed for each configuration in order to remove some of the nondeterministic elements from the testing. Figure 9 shows the final three robot trajectories for a proportional gain, K P , of 0.5 and an integral gain, K I , of 0.015.
A proportional controller, (4), was used to control the steering rate of a robot mounted with a five sensor magnetometer array. The difference between the magnetic field readings from magnetometer element 0 and 4 was used as the error input to the steering controller. This is shown in (5).
where z i is the magnetic field measurement from the ith sensor.
Similar to the testing of the lane edge sensor, three trials were performed for each gain configuration. The results of the final three trials with proportional gain, K P , of 0.01 are shown in Figure 10 . 
B. Area Mapping and Obstacle Avoidance
For the testing of the laser range finder, an environment (shown in Figure 11 ) was created in which a robot must navigate through using only the information obtained from the sensor. A three meter square area was mapped out in the testbed using four barcodes. Virtual walls were used to keep the robot contained within the test area. Five obstacles, including four buildings and one tree, were distributed randomly inside the area for the robot to navigate around. A single Create robot was equipped with a forward pointing laser range finder. This sensor was configured with a 180° field of view, 0.5° ray resolution, and a maximum viewing distance of 0.75 m.
A hierarchical hybrid system approach has been used to represent CPS comprised of autonomous vehicles in an urban environment [8] . This approach and design was used to create a simple obstacle avoidance state machine, shown in Figure 12 , for the robot to navigate the world. This state machine was encapsulated into a meta-state of a higher level state machine which allowed for starting and stopping individual tests as well as emergency stopping in case situations arise where the Create's onboard bumpers collide with an object. Once the robot began running the obstacle avoidance algorithm, it would begin driving forward at a speed of 0.1 m/s. The laser range finder information was continuously monitored to detect objects in front of the robot. When an object was detected within 0.4 m of the robot, it would slow down to a speed of 0.05 m/s until the object was within 0.2 m. The left and right thirds of the viewing area were then analyzed to determine which direction allowed a more ideal object free path. After choosing a direction, the robot would turn until the object was no longer detected in the front third of the viewing area. At this time, the robot resumed the initial speed of 0.1 m/s.
While this obstacle avoidance algorithm was being executed, the robot updated an internal occupancy grid [9] representing the object locations within the testbed. Since the robustness of a solution to this problem was not the goal of this research, a simplified map model was employed. Each cell of the grid was used to represent a 3 cm square area of the environment therefore a thirty row square matrix was needed to hold a map of the testbed.
Each cell was initially marked as being unexplored. During a map update, the state of the cell within the current half circle viewing area was marked as occupied if the intersection point of the ray with an object was contained with the cell. All other cells were marked as unoccupied.
After each map update, the state of the map was transmitted over Unicast UDP to a visualization program, shown in Figure 13 , running on a separate computer located within the CITR Laboratory.
These transmissions could also be received by other agents in multi-robot mapping scenarios. Each cell was drawn as a four by four pixel square colored according to the occupancy status of the cell. White, blue, and grey were used to represent unoccupied, occupied, and unexplored cells respectively. Using colors to mark the map state allows for a supervisor user to quickly determine whether the robot has been accurately mapping the area. In this paper, a system was introduced for the virtualization of sensors as a first step toward developing a testing environment for cyber-physical systems. The proposed Virtual Sensor System was created on top of the two-dimensional Stage simulator for use with the existing components in use in the CITR Laboratory at OSU. This system processed information from a Virtual Positioning System and multiple robotic vehicles in order to update a virtual representation of a physical testbed. Through this system, the user was able to link virtual objects with physical counterparts as well as insert objects without a physical realization.
The main objective of the Virtual Sensor System was to augment the sensor suite available for use in control algorithms relating to cyber-physical systems in general and in particular intelligent transportation systems. For this purpose, three sensors, a laser range finder, a magnetometer, and a lane edge sensor, were created. These different sensors demonstrated that sensors could be simulated in a way similar to their physical representations or in a way that would generate the appropriate data in a much more computationally efficient manner.
Two test scenarios were designed to verify the usability of these sensors.
Two controllers were designed to independently use data from the magnetometer and the lane edge sensor to follow a predefined path. The laser range finder was used to solve a simple area mapping and obstacle avoidance problem. The favorable results seen in these test scenarios show that using the Virtual Sensor System is an appropriate way to model and test control algorithms using virtual sensors designed within the system rather than using a more expensive physical counterpart.
